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Abstract: As the world enters the era of the "digital economy," big data has emerged as the most significant factor of
production. The proliferation of diverse big data application environments has introduced new demands and challenges for
data security. Consequently, ensuring data security has become a critical concern across numerous industries. This article
aims to analyze data security governance practices, with the goal of providing valuable assistance and insights to relevant
personnel and stakeholders.
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1. PREFACE

Currently, with the rapid development of technology and industry, the digital economy, which primarily utilizes
data as a production factor, is experiencing rapid growth. It is profoundly transforming people's production and
lifestyle patterns, and exerting a significant impact on economic and social development. In the digital economy,
data serves as the foremost production factor, as well as the most fundamental and valuable asset. As data plays an
increasingly important role, its security issues have become increasingly prominent, and their impact has extended
from individuals and enterprises to industries, and even the entire country. Therefore, it is imperative to effectively
manage data security. Zheng and Jiang [1] developed a new methodology for Chinese term extraction from
scientific publications, enhancing the precision of domain-specific terminology identification in scholarly
literature. In computer vision, Peng et al. [2] proposed a dual-augmentor framework for domain generalization in
3D human pose estimation, improving model robustness when applied to previously unseen environments.
Addressing challenges in graph-based computation, Yang et al. [3] introduced HGMatch, a match-by-hyperedge
approach for subgraph matching on hypergraphs, offering enhanced efficiency for complex graph analytical
queries. Complementing this, Ukey et al. [4] developed an efficient method for continuous kNN join over dynamic
high-dimensional data, providing scalable solutions for real-time similarity search in evolving datasets. In the field
of visual surveillance, Ding et al. [5] achieved substantial progress in unsupervised clothing-changing person
re-identification through multi-scale adaptive clustering and local consistency learning, tackling one of the most
challenging variants of person retrieval. Within the automotive industry, Ziren [6] conducted dynamic
optimization and multi-regional performance validation of automotive sales strategies in the United States,
offering data-driven insights for market-specific decision-making. In the financial security domain, Shen et al. [7]
applied the Whale Optimization Algorithm to financial payment fraud detection, demonstrating the effectiveness
of bio-inspired optimization techniques in identifying fraudulent transactions. Wu et al. [8] addressed structural
health monitoring by developing a small-sample object detection method for surface cracks in concrete structures
of high-rise buildings via multi-level transfer learning, overcoming the practical constraint of limited labeled data
in critical infrastructure inspection. Lian and Chen [9] contributed to foundational Al techniques through research
on complex data mining analysis and pattern recognition based on deep learning, advancing capabilities for
large-scale knowledge discovery. In photonic device engineering, Tang et al. [10] presented work on the design
and optimization of shallow-angle grating couplers for vertical emission from Indium Phosphide devices,
contributing to integrated optics development. Finally, Sun [11] explored Al-assisted Ul design, demonstrating
how generative tools can enhance both efficiency and creativity in the user interface design process.

2. THE CONNOTATION OF DATA SECURITY

In the International Organization for Standardization, computer system security is defined as the technical and
managerial security protections established and utilized for data processing systems, aimed at safeguarding
computer hardware, software, and data from accidental and malicious impacts that could lead to damage, alteration,
and leakage. Therefore, the security of computer networks can be defined as the utilization of various technical and
managerial means to ensure the normal operation of network systems, thereby guaranteeing the availability,
integrity, and confidentiality of information within the network. Consequently, the goal of establishing network
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security protection is to ensure that the data transmitted and exchanged over the network does not experience
phenomena such as addition, modification, loss, or leakage. Information security or data security encompasses two
contradictory connotations: one is the security of the data itself, which is achieved through the use of "data
confidentiality," "data integrity," and "two-way strong authentication"; the other is the security of data protection,
which refers to actively protecting data through the use of "advanced data storage technology," such as ensuring
data security through disk arrays, data backups, and off-site disaster recovery.

3. MAIN CHARACTERISTICS OF DATA SECURITY
3.1 Usability

The usability of data security is a user-centered design philosophy, the core of which is to enable users to design
according to their own habits and needs. For example, in web design, it is important to avoid any tension or
frustration for users when browsing the web, while also allowing users to achieve maximum effectiveness at
minimal cost. Because of this, many countries in the world, including the United States and China, have been
advocating for the free flow of information.

3.2 Completeness

One of the three fundamental aspects of data is information integrity, which refers to ensuring that information or
data is not modified without permission during transmission and storage, or that any modifications can be
promptly detected. In practical applications, it is often confused with confidentiality boundaries.

3.3 Confidentiality

Confidentiality, also known as secrecy, refers to the condition that the information of an individual or an
organization cannot be disclosed to others. Many software applications in computers, including email software and
web browsers, have settings related to confidentiality, which are designed to ensure the confidentiality of user
information. In addition, some spy files or hackers can also pose confidentiality issues.

4. BASIC SYSTEM OF DATA SECURITY GOVERNANCE
4.1 Purpose of data security governance

The goal of data security governance discussed in this article remains confined within one or multiple
organizations. Measures related to data security management and control for important data or sensitive
information are most commonly seen in the context of digital government, specifically in the data security
governance of various government departments. This encompasses both the data security governance within
individual departments and the data security management at the inter-departmental data sharing level. The
objectives of data security governance are as follows.

(1) Purpose of data security compliance: To meet the requirements of various national, local, and industry-specific
data security regulations.

(2) Purpose of data security governance and protection: To ensure data security, the management of data security
covers the operational security of data within business systems, encompassing requirements for data reliability,
data leakage prevention, and data misuse prevention.

(3) The purpose of data security control is to establish a system for data security control, encompassing both
technical and management aspects, in order to safeguard the security of data and ensure the sustainable growth of
data-driven businesses.

4.2 Institutional system for data security governance

This article proposes a framework for data security governance that integrates management, technology,
evaluation, and operation. It conducts research on data security governance mechanisms from multiple
perspectives, primarily encompassing technology, operation, management, and evaluation. The data security
governance mechanisms primarily include the following aspects of data security governance practices:
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(1) Guarantee of data security and related standard system for information security.

(2) Data security management technology: including discovering data, classifying data, dividing data into security
levels, and implementing data security protection strategies.

(3) In assessing the effectiveness of data security governance, special attention should be paid to the evaluation
results, and improvements should be made based on the conclusions drawn from the evaluation.

5. DATA SECURITY GOVERNANCE PRACTICES

5.1 Establish a data security governance system
5.1.1 Ensure effective organizational construction

It is necessary to establish a data security governance organizational structure that elaborates on the relevant
responsibilities and specific requirements of the organizational teams involved in the business scope of data
security governance. Therefore, at least the following data security governance organizational roles should be
established:

(1) Data Security Decision-making Layer. It is composed of senior management or data security officers from the
entire organization. It is responsible for the data security objectives and planning of the entire organization,
resource support throughout the data security governance process, coordination and decision-making for major
events, and ultimately bears the responsibility for the data security of the organization.

(2) Data security management layer. It is composed of management personnel from each specific business
department within the organization, who are responsible for providing comprehensive guidance on the
implementation of data security measures and decisions for that specific business department. This includes, but is
not limited to, formulating data security management standards, organizing the development and implementation
of data security technical solutions, organizing the development and implementation of data security incident
monitoring and handling, data security vulnerability investigation and remediation, data security incident tracing
and analysis, etc.

(3) Data security supervision layer. It is composed of third-party personnel within an organization who have no
subordinate relationship with the business department. Its main task is to monitor and audit the process and results
of data security governance, thereby ensuring the effectiveness of the implementation by the data security
governance organization.

5.1.2 Establish standardized systems
Data security management involves many standard systems, among which the most important ones are:

(1) Develop the "Data Security Management System", which stipulates the responsibilities and personnel for data
security under each business model, and formulates relevant protective measures.

(2) The "Data Classification and Grading Standards" provides a detailed classification of various business data
within enterprises, especially for personal and critical data, and assigns corresponding confidentiality levels.

(3) The "Data Security Management Specification" provides a detailed description of various types and levels of
data, as well as a detailed elaboration on the collection, transmission, storage, processing, exchange, and
destruction of data.

(4) The "Data Security Operation Management Specification" provides detailed descriptions of monitoring
measures for data security risks, response and emergency handling measures for data security risks, investigation
and recovery of data security vulnerabilities, as well as backup and recovery of data security.

5.1.3 Ensure adequate human resources
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In addition to the relevant technical tools and products, data security governance also relies on corresponding
personnel support. In organizational construction, the role of each data security governance organization should be
clearly defined, with detailed responsibilities and assessment requirements. At the same time, to ensure that the
data security business skills of staff are consistent with the requirements of data security governance, relevant
personnel should be provided with skills training and career development planning.

5.2 Actively apply various data security governance techniques
5.2.1 Data security protection technology

An important measure for data security management is to adopt differentiated data security protection strategies
for different levels of data, generally including data encryption, data desensitization, data access control, etc. In
data security management, data security protection strategies must achieve security protection throughout the
entire lifecycle of data, that is, based on the classification and level of data, data security protection should be
controlled according to category and level to ensure that the same data security control measures can be taken at
every stage of data flow. For example, when sharing data, if data from Department A is shared with Department B,
Department B must adopt the same security control measures as Department A based on the type and level of its
data.

5.2.2 Data discovery technology

The goal of data security management is data, so it is particularly important to accurately and effectively mine the
core data required for data security management. So far, a lot of achievements have been made in research on static
data, but there are still many technical challenges in mining and monitoring dynamic data, as well as in accurately
identifying sensitive and important data of individuals. Among them, the mining of dynamic data relies on
data-related data, while the accurate identification of corresponding data relies on feature matching techniques
such as regular expressions. However, existing technical methods still face issues such as false positives, false
negatives, and system performance bottlenecks.

5.2.3 Data security operation technology

Data security operation is a crucial component of data security management, encompassing numerous specific
techniques, among which data security status analysis and early warning reporting stand out as the most common
technical means. The purpose of data security status analysis is to gather data pertaining to data security protection
and data security risk management, and based on the impact of these data security statuses on data services,
determine the level of danger, ensuring that high-risk security incidents can be addressed promptly. Data security
status analysis also necessitates closed-loop tracking of data security statuses, implying that data security status
managers must establish communication with data service personnel under data security statuses, thereby enabling
emergency response to data services under basic security statuses. The objective of data security status analysis is
to identify and report potential data security threats in data services based on data security vulnerability
investigations and intelligence on data security threats, thus enabling effective prevention of data security threats
in advance.

5.2.4 Data partitioning technology

Rational classification and grading of data is fundamental to data security governance. Different data security
controls should be implemented for different types and levels of data. This approach can help prevent the
application of uniform security measures to all data, thereby reducing overall data security management costs and
enabling precise management of important data. The prerequisite for data classification and grading is the
establishment of standards for data classification and grading. Next, data should be labeled according to its
category and level. The challenge in implementing this technology lies in ensuring that data labeling can be
performed without any impact on normal data operations as the data flows, and that the data labels are not
discarded or tampered with during the data flow process.

5.3 Improve the data security governance evaluation system
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The data security governance assessment mechanism is the most effective method to test the effectiveness of data
security governance. It comprises two parts: one is the object of assessment and evaluation, and the other is the
improvement and enhancement of results.

The main content of data security assessment measures includes: defining the objects to be assessed and the
involved application systems and personnel, organizing the entire lifecycle process of data and the related data
security technologies and management measures, analyzing the effectiveness of data security measures in each
data flow link, and outputting the results. In addition, the DSMM standard can also serve as an important basis for
data security assessment and evaluation. The 30 security process areas extracted from this standard basically cover
every step in the entire data security assessment process, and the grading of the data security capability maturity
model in the standard can also serve as an important basis for evaluation results.

In response to issues arising from data security assessment and evaluation, it is necessary to propose timely
methods for improvement and enhancement. The work content includes: defining the responsible person for
improvement and enhancement, formulating a plan and work schedule for data security improvement and
enhancement, and auditing and summarizing the results after improvement and enhancement. If the development
of data business is relatively stable, an assessment can be conducted once every quarter.

6. CONCLUSION

Overall, data is an important production factor, and the development and application of big data will play a positive
role in promoting the development of China's digital economy. Throughout the entire data development process,
there are various data security issues that must be taken seriously. Data security is no longer just a technical issue;
it also involves multiple aspects such as law, policy, management, and talent theory. Therefore, it faces more new
challenges, which requires people to deepen their understanding and strengthen scientific research and innovation
in practical work.
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