
 

Journal of Theory and Practice of Engineering Science           ISSN: 2790-1513
International Journal of Advance in Applied Science Research        ISSN: 3065-9965

www.h-tsp.com

  
  
   

 

                       
Volume 4 Issue 10, 2025

  

  
  

  

  
  

  

  

 
  

A Framework for Intelligent Campus Security: 

Integrating Pedestrian Re-identification into 

Management Systems 
  

Feiyang Wang 
 

School of Cyberspace Security, Chengdu University of Information Technology (Xingu Industrial College),  

Chengdu 610225, China 

 

Abstract: Existing campus surveillance systems mostly rely on facial recognition, which fails in scenarios involving long 

distances, occlusions, and backlighting. To address this issue, this paper introduces person re-identification technology, 

leveraging body-pose features for identification, and designs and implements a campus security management system that 

overcomes the shortcomings of facial recognition. The system captures video via multiple RTSP cameras, accurately detects 

pedestrians with YOLOv8, and feeds the detected images into a person re-identification model to extract high-dimensional 

features such as clothing, posture, and gait for cross-camera matching and continuous tracking. Deployed on Alibaba 

Cloud GPU-accelerated servers, it adopts a cloud-client separation architecture: the cloud provides alerts and low-latency 

video streams, while the client delivers visualized monitoring, real-time localization, and intelligent alarms. The data layer 

uses MySQL to store basic information and event logs, Redis to cache feature vectors for faster retrieval, and reserves a 

high-spec GPU scaling plan. The system achieves high-precision, multi-camera continuous tracking under complex 

surveillance angles, compensating for the limitations of traditional facial recognition and enhancing campus-wide security. 
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1. INTRODUCTION 
 

Campus security, as a core component of the smart-city public-safety system, directly affects the lives and property 

of students and staff as well as social stability. Current mainstream campus-security systems rely mainly on 

facial-recognition technology, using access control, visitor registration, and behavior monitoring to improve 

management efficiency. However, in complex surveillance scenarios such as long distances, occlusion, 

backlighting, or low illumination, the failure rate of capturing facial features rises sharply, causing recognition to 

fail. Meanwhile, large-scale collection and storage of facial data faces strict constraints under the Data Security 

Law and the Personal Information Protection Law, with risks of data leakage and misuse. Field investigations 

reveal that existing systems in dynamic, complex environments suffer from unclear imaging, untimely behavior 

prediction, limited functionality, and slow manual response. To address these issues, this paper introduces person 

re-identification technology, extracting full-body pose features of pedestrians and fusing multi-source visual 

signals such as clothing information, body shape, and gait to achieve identity association and trajectory tracking 

across camera views. Its core advantages are weak dependence on facial data, cross-domain tracking capability, 

and privacy-friendly design. Recommendation systems research is significantly advanced by Wang (2025) through 

joint training of propensity and prediction models using targeted learning for handling data missing not at random 

[1], while interactive systems progress through Xie and Chen's (2025) InVis framework for human-centered data 

interpretation [2]. Digital advertising technologies show substantial innovation with Zhu's (2025) RAID system for 

reliability automation in large-scale ad platforms [3], Zhang's (2025) CrossPlatformStack enabling 

high-availability deployment across meta services [4], Hu's (2025) GenPlayAds for procedural playable 3D ad 

creation [5], and Li, Lin, and Zhang's (2025) privacy-preserving framework incorporating federated learning and 

differential privacy [6]. Urban computing and public infrastructure benefit from Xu's (2025) CivicMorph for 

generative public space modeling [7], while communication systems advance through Tu's (2025) SmartFITLab 

for intelligent 5G interoperability testing [8]. Data analytics is enhanced by Xie and Liu's (2025) DataFuse for 

multimodal interview analytics [9], and workflow automation transforms through Zhu's (2025) TaskComm for 

small business efficiency [10] and Zhang's (2025) reinforcement learning approach to ad campaign optimization 

[11]. Content creation is revolutionized by Hu's (2025) few-shot neural editors for 3D animation [12], while 

industrial applications encompass Tan's (2024) analysis of AI trends in automotive production [13]. Digital 

transformation extends to Zhuang's (2025) theoretical construction of real estate marketing strategies [14], and 

recommendation systems further evolve through Han and Dou's (2025) hierarchical graph attention networks with 

multimodal knowledge graphs [15]. Healthcare applications include Yang's (2025) Prompt-Biomrc model for 

intelligent consultation [16] and conversational AI advances through Yang et al.'s (2025) RLHF fine-tuning for 
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alignment with implicit user feedback [17], complemented by parallel optimization methods for LLM-based 

recommendation systems [18]. Business intelligence features Zhang et al.'s (2025) AI-driven sales forecasting in 

gaming [19], while web technologies advance through Yang's (2025) website optimization using Dijkstra's 

algorithm [20]. Urban planning benefits from Xu's (2025) UrbanMod for accelerated city architecture planning 

[21], healthcare through Hsu et al.'s (2025) MEDPLAN for personalized medical plans [22], and cross-media 

analytics through Yuan and Xue's (2025) fusion framework [23]. Computer vision includes Chen et al.'s (2022) 

gaze estimation research [24], medical diagnostics through Wang's (2025) RAGNet for arthritis risk prediction 

[25], and natural language processing through Yu et al.'s (2025) automatic text summarization research [26]. 

 

2. DESIGN OF A CAMPUS SECURITY MANAGEMENT SYSTEM BASED ON 

PERSON RE-IDENTIFICATION TECHNOLOGY 
 

2.1 Terminal Data Collection 

 

The system selects the TP-Link Tapo C210 network camera as the data-collection terminal [4]. Protocol support: 

native compatibility with RTSP (Real Time Streaming Protocol) [5]. The camera continuously pushes RTSP video 

streams to the server via the campus LAN. 

 

2.2 Server-Side Person Re-identification 

 

The server side is deployed on an Alibaba Cloud Linux cloud server equipped with GPUs, offering strong 

parallel-computing power suitable for high-performance model training and real-time inference. To stably ingest 

and distribute multi-camera video streams, the server runs the rtsp-simple-server component, which is based on the 

RTSP standard and handles RTSP stream ingestion and distribution. Together with FFmpeg, it performs video 

decoding, format conversion, and stream redirection, ensuring that video from cameras of different encodings and 

resolutions can be stably and efficiently ingested in the cloud for downstream algorithms. 

 

2.2.1 Pedestrian Detection Training 

 

During the pedestrian detection phase, the system employs Ultralytics YOLOv8 (You Only Look Once, a 

single-shot detection framework [8]) for model training. The training data structure is composed of both public 

datasets and self-collected datasets, which exhibit rich diversity across multi-camera, complex occlusion, and 

lighting variation scenarios. The self-collected data covers typical campus scenes such as teaching-building 

corridors, cafeteria entrances, and sports-field exits to enhance the model’s adaptability to real deployment 

environments. Spatial transformations and color perturbations are applied during training to augment data 

diversity, and a cosine annealing strategy dynamically adjusts the learning rate, combined with batch 

normalization and cross-GPU synchronized training to optimize convergence efficiency. Throughout training, 

mAP (mean Average Precision) serves as the core monitoring metric to ensure model detection accuracy and 

robustness. 

 

2.2.2 Person Re-identification 

 

In the person re-identification phase, the system uses the Torchreid library to build the feature extraction network 

[3]. During data preparation, public data and campus-collected samples are organized into separate folders per 

identity, forming a ReID dataset containing hundreds of thousands of images. The network backbone is OSNet 

(Omni-Scale Network), which remains lightweight while incorporating channel attention mechanisms to extract 

more discriminative feature vectors. Training employs a joint optimization strategy combining cross-entropy loss 

and triplet loss, along with BNneck (Batch Normalization Neck) to regularize feature vectors and reduce 

distribution discrepancies caused by different camera viewpoints. Hyperparameters include an initial learning rate 

of 0.00035, a batch size of 64 (16 per GPU), the Adam optimizer, and freezing the backbone layers in later training 

stages to fine-tune only the fully connected layers, thereby improving the model’s transferability to new scenes. 

 

2.2.3 Model Deployment and Real-time Inference 

 

During deployment, the server continuously receives multiple RTSP video streams and uses OpenCV to parse 

frames. After YOLOv8 performs inference on each frame, pedestrian images are cropped according to detection 

boxes and fed into the re-identification model to extract fixed-length feature vectors. Extracted vectors are first 

compared rapidly in the Redis (Remote Dictionary Server) vector cache; if similarity exceeds the set threshold, the 
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corresponding identity is returned directly. Otherwise, the full identity features stored in the MySQL database are 

invoked for precise matching, and new identity vectors are added to the Redis cache on demand to optimize 

subsequent queries. The system implements asynchronous inference and multi-threaded scheduling, enabling 

parallel execution of detection and recognition pipelines and significantly reducing per-frame latency. 

 

2.3 Frontend Design 

 

This system uses the Python Qt framework binding PyQt (also called Python Qt) for GUI development. The 

graphical user interface supports remote control and visualization of detection results. The interface includes a 

video display window, start/stop detection buttons, a camera-switch button, and a recognition result list. After 

development, the application is packaged into a Windows executable with the one-click tool PyInstaller, making 

deployment simple and efficient. 

 

2.3.1 Multi-protocol communication between client and server 

 

Control commands: transmitted via HTTP (HyperText Transfer Protocol) and HTTPS (HyperText Transfer 

Protocol Secure) interfaces to adjust service status in real time. Detection results: pushed to the front end as JSON 

(JavaScript Object Notation) data through WebSocket, dynamically updating bounding boxes and person IDs. 

Video stream: delivered via WebRTC (Web Real-Time Communication) and rendered with low latency through 

Qt WebEngine or the aiortc library. 

 

2.3.2 Front-end recognition display and modular design 

 

After receiving the JSON data pushed by WebSocket, the front end parses the bounding-box coordinates and 

person IDs, then uses the Qt drawing interface or the OpenCV open-source computer vision library to overlay 

recognition boxes on the video and label target identities, while displaying person IDs and suspicious status in an 

information list. 

 

2.3.3 The client provides three core functions 

 

First, unknown persons identified by the system are marked as suspicious and trigger an alert; operators can upload 

an image of the target, and the system returns the person’s real-time location. Second, for abnormal behaviors such 

as prolonged loitering or gathering in the same area, the system sends an alert to the front end. Third, for detected 

strangers, the front-end interface offers a trusted-person registration feature. 

 

2.4 System Database 

 

In the campus security management system based on person re-identification, the database layer deploys both 

Redis and MySQL services on an Alibaba Cloud GPU-accelerated Linux server. The Redis cluster handles 

real-time caching of person re-identification feature vectors and vector-index retrieval. Intelligent expiration and 

priority eviction rules are set for each vector to balance memory utilization and retrieval performance. The MySQL 

database stores structured business data, including a campus personnel registration table, an abnormal behavior 

event table, and a multi-camera trajectory association table. The personnel registration table records fields such as 

student ID, name, college, authorized areas, and feature-vector index. The event table aggregates timestamps, 

camera IDs, and associated feature vectors for suspicious gathering alarms, illegal intrusion alerts, and loitering 

warnings. The trajectory association table links the same identity across different viewpoints chronologically, 

enabling visual analysis and trace playback of pedestrian flow on campus. Through primary-foreign key 

relationships and partitioned table design, the system supports second-level behavior statistics, regional heat-map 

generation, and focused-group tracking queries. 

 

2.5 System Security Mechanism 

 

This project, aimed at campus security management, has built a multi-layered security protection system. 

 

1) Interface authentication uses the JSON Web Token mechanism; all REST APIs and WebSocket connections 

related to pedestrian recognition, alert management, and user registration must carry a valid signed token and pass 

server-side asymmetric-encryption verification before access is granted. 
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2) End-to-end data transmission is protected by TLS 1.2 encryption [9], securing image streams and metadata from 

campus monitoring nodes to the cloud server. 

 

3) The MySQL database is configured with a least-privilege policy, allowing only the monitoring-center 

application account to perform insert, delete, update, and select operations. 

 

4) Redis is deployed in a dedicated Virtual Private Cloud subnet and isolated via access-control lists and an 

internal whitelist. 

 

2.6 System Deployment 

 

This campus safety management project runs pedestrian detection and re-identification services, the database, and 

streaming services together on an Alibaba Cloud GPU-accelerated Linux instance. The deployment process 

includes: 1) Basic environment setup—install Python and its dependencies; 2) Model and configuration 

distribution—upload models to object storage and enable automatic sync and update on startup; 3) Database 

initialization—run SQL scripts to create tables, build Redis vector indexes, and preload features; 4) Streaming 

service configuration—deploy an RTSP streaming service to connect cameras and configure reverse proxy and 

SSL (Secure Sockets Layer) certificates; 5) Detection and recognition service startup—launch YOLOv8 and ReID 

inference processes in parallel, leveraging GPU for real-time processing; 6) Backend API and alert push—start the 

WebSocket service and RESTful API and configure secure communication channels; 7) Client release and 

access—package the PyQt client to enable video preview, annotation, alerts, registration, and trajectory functions, 

while supporting automatic updates and backend connectivity. 

 

3. SUMMARY 
 

Centered on pedestrian re-identification technology, the system integrates key algorithms such as YOLOv8 object 

detection, deep-feature matching, cross-camera identity matching, and trajectory tracking to build an intelligent 

security management system tailored for campus safety. By deploying RTSP-compatible video capture terminals 

and combining PyTorch-trained YOLOv8 and ReID deep neural network models, it achieves precise detection and 

multi-angle identity recognition of human targets. The system overcomes the failure of traditional facial 

recognition in complex scenes, enabling high-accuracy pedestrian recognition and trajectory tracking based on 

posture and appearance features, thereby improving campus security response efficiency and proactive defense 

capabilities. 
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